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Figure 1: Network of Themes for Designing a Preventive Model of
Advertising Strategies in the Face of Cognitive Warfare
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Abstract:

In the last decade, cognitive warfare has emerged as the most complex form of information
warfare and is changing the boundary between reality and narrative with the aim of influencing
perception, emotion, and the decision-making system of society. The main issue of the present study
is the lack of a coherent and indigenous model for explaining effective advertising strategies in the
preemptive confrontation with cognitive threats. Therefore, the main research question is: "Which
advertising strategies can proactively strengthen the cognitive capacity and psychological security of
society against cognitive operations?" To answer this question, the research was conducted using a
qualitative method and content analysis. Data were collected through semi-structured interviews
with 15 experts in the fields of media, cybersecurity, media literacy, cultural policymaking, and data
analysis. The research findings show that effective preventive strategies have three main dimensions:
first, cognitive empowerment through the development of critical thinking, structured media literacy
training, and increasing the analytical power of audiences in the face of fake information; second,
strengthening indigenous hope-based and identity-building narratives that can fill narrative gaps and
create a cultural-psychological shield against destructive cognitive warfare narratives; and third,
developing technological systems based on artificial intelligence to detect forgery, monitor content,
and analyze network behavior to enhance rapid response and decision-making in crisis situations. An
examination of the themes derived from the objective codes showed that the combination of human,
narrative, and technological capacities is the corerstone of creating a comprehensive model for
preventing cognitive attacks. The research results indicate that none of these dimensions is effective
alone, and only an integrated model - based on the synergy of technological tools, cultural capital,
legitimate narrative creation, and communication transparency - can increase the cognitive resilience
of society.

Key Concepts: Cognitive Warfare, Proactive Advertising, Cognitive Resilience, Content
Analysis, Narrative Creation, Media Literacy, Psychological Safety
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